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ABSTRACT: 

Explosive material detection considers the 

identification and classification of explosive 

materials using techniques from traditional 

sniffer dogs to cutting-edge sensing 

technology like thermal imaging, X-ray 

scanners, and chemical sensors. Explosive 

detection is applied in various locations, 

including airports, government buildings, 

and public areas, to prevent terrorist attacks 

and criminal actions that attempt to employ 

explosive devices. The effectiveness of 

these procedures is dependent on the 

detection materials, equipment, and 

environment, so new techniques are 

continuously explored to increase precision, 

sensitivity, and detection speed. Because 

explosive substances present a critical risk 

to infrastructure, security, and public safety, 

extensive analysis of existing detection 

methods is needed. This paper highlights 

key areas for further research and 

development in explosive materials 

detection by addressing identified 

limitations and challenges. Specifically, 

advancements in technology, 

interdisciplinary collaboration, and the 

integration of AI techniques offer significant 

opportunities for improving detection 

accuracy, reducing false positives, and 

ensuring safer environments for individuals 

and society. 

I.INTRODUCTION 

Explosives are chemicals or materials that 

can undergo a quick and violent chemical 

reaction, releasing significant energy in the 

form of heat, light, sound, and gas. These 

substances are frequently employed for a 

variety of lawful activities, including 

mining, demolition, and fireworks displays. 

However, explosives can also be leveraged 

as weapons by criminals or terrorists, posing 

a serious risk to public security. Explosives 

are classified as low explosives or high 

explosives, which are divided into multiple 

forms. High explosives explode at speeds of 

1 km/s, and low explosives and propellants 

burn at relatively lower rates. Propellers, 

smokeless powder, black powder, and 

pyrotechnics are examples. The term 

"plastic explosive" refers to a flexible 

explosive, such as a sheet, comprised of one 

or more high explosives with a pure vapor 

pressure of less than 104 Pa at 25°C. When 

this type of explosive is fabricated with a 

binder, the resulting mixture is flexible and 

pliable at typical room temperatures 
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(Suman, 2007). Prevention and proactive 

responses to terrorist attacks, criminal 

activities, and even hazardous chemical 

accidents require effective detection of 

explosives and other dangerous materials. 

Many detection methods are available, from 

straightforward visual observation to 

cutting-edge systems, that can identify 

minute quantities of explosives and their 

precursors (Sharma et al., 2023; Klapec et 

al., 2020; Military Aerospace, 2020; Fisher, 

2005). The most common method for 

finding explosives and hazardous materials 

features X-ray scanners, which produce 

images of the interiors of bags, packages, 

and other containers, enabling security 

officers to inspect suspicious objects or 

materials visually. Metal detectors are 

another type of device that can find metallic 

items, such as knives, firearms, and other 

covertly carried weapons (HTDS, 2022a). 

Chemical sensors react with particles from 

explosive compounds and can detect these 

substances in small quantities. Specially 

trained canines can detect the presence of 

explosives and other dangerous materials by 

sniffing the air or surfaces (HTDS, 2022b). 

Mass spectrometry is a sensitive analytical 

method for determining and quantifying a 

suspect sample's chemical makeup, which 

can include minute amounts of explosives 

(Wg-PLC, 2022). Nuclear quadrupole 

resonance (NQR) is a non-invasive 

detection method that responds to the 

distinctive nuclear magnetic resonance 

signals of specific explosive compounds 

(Martz et al., 2022). Finally, infrared 

spectroscopy identifies the distinctive 

vibrational frequencies of molecules and 

enables the detection of explosive 

compounds based on chemical composition. 

Because explosive materials pose a serious 

risk to public safety, discovering them in 

places like airports, public transportation, 

and high-risk buildings is essential to 

preventing attacks on people and 

infrastructure. An urgent need exists for 

more precise and effective explosive 

substance detection procedures because 

current detection techniques are frequently 

sluggish, laborious, and ineffective. Several 

variables, including the type of explosive or 

material, the location of the potential threat, 

and the required level of security, influence 

the selection of the most appropriate 

detection method. This research studies and 

analyses several explosive material 

detection methods and technologies to 

highlight their strengths and weaknesses. 

The contribution of our research identifies 

the gap between multiple methods and 

suggests new directions for future research 

consideration. The remainder of the paper is 

organised as follows. Section 2 reviews 

existing detection methods, including 

analysing each method and listing their 

advantages and disadvantages. Section 3 

further highlights this analysis with a 

discussion, followed by proposed future 

research directions in Section 4. Concluding 

remarks are provided in section 5. 

 

 

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 25 Issue 12,2025

ISSN No: 2250-3676 www.ijesat.com Page 432 of 439



II.LITERATURE SURVEY 

CISA, (2016). Vehicle-Borne Improvised 
Explosive Device Detection Course (PER-

312). 
https://www.cisa.gov/resourcestools/traini
ng/vbied-detection-course-312 

Vehicles can present a variety of potential 

security threats to critical infrastructure and 

the professionals supporting it. Terrorists, 

violent extremists, or other criminals can 

use a vehicle as a ramming device or 

possibly a platform for an improvised 

explosive device (IED). As state, local, and 

tribal partners are already aware, vehicle 

ramming can also be accidental, vehicular 

harm caused by a driver who lacks 

malicious intent when colliding with people 

or infrastructure. Vehicular attacks are 

versatile, easy to execute, and often difficult 

to predict. In these and other less malicious 

scenarios, vehicles pose a direct threat to 

people and infrastructure. In short, vehicle 

incidents can happen almost anywhere and 

at any time. The Vehicle Incident Prevention 

and Mitigation Security Guide aims to 

provide vehicle threat mitigation training 

and recommended options for consideration. 

It offers an overview of the threat 

environment and provides resources to help 

stakeholders strengthen organizational 

security and safeguard against direct threats 

and unintentional hazards. This resource is 

intended for facilities and venues of all 

sizes. While this guide provides a 

foundation for incident prevention, not 

every recommendation will apply to every 

organization. The Department of Homeland 

Security (DHS) Cybersecurity and 

Infrastructure Security Agency (CISA) 

encourages users to choose the tools, 

practices, and procedures that best apply to 

their unique facilities. Organizations should 

also consult with security professionals to 

ensure their approach is consistent with 

industry-accepted practices and principles. 

The guide’s Conclusion section includes a 

Where to Begin checklist that outlines initial 

steps for implementing a robust vehicle 

incident prevention and mitigation program. 

Please note that this guide is designed to 

help start the conversation around vehicle 

incident prevention and mitigation. Keep in 

mind that every site, facility, and mass 

gathering event is different, and there is no 

one-size-fits-all security solution. Although 

attacks involving vehicle ramming, VBIED 

detonation, a combination of these tactics, 

and possibly other violent tactics are less 

frequent than other high-profile tactics like 

active shootings, they continue to represent 

a significant threat in the United States. In 

recent decades, malicious actors have 

shifted from training small, loyalist cores of 

threat actors for single spectacular attacks to 

recruiting unknown lone individuals. These 

persons, who may even be self-radicalized, 

may then carry out stand-alone, lower-

impact attacks.2 The DHS 2018 Soft Targets 

and Crowded Places Security Plan 

Overview emphasized that mass gathering 

events lacking effective security measures 

are attractive targets.3 Malicious actors, 

including Foreign Terrorist Organizations, 
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domestic criminals, and lone actors, can 

easily target crowded places with the intent 

to harm people and damage infrastructure.4 

Deliberate efforts to prevent, protect against, 

and mitigate active assailant threats, 

including vehicle attacks, significantly 

reduce risk in this complex threat 

environment. 

Elbasuney, S., Baraka, A., Gobara, M., & 
El-Sharkawy, Y. H. (2021). 3D spectral 
fluorescence signature of cerium (III)- 
melamine coordination polymer: a novel 
sensing material for explosive detection. 
Spectrochimica Acta Part A: Molecular 
and Biomolecular Spectroscopy, 245, 
118941. 

Impact of macro molecular theory on the 

progress of sensing sciences and technology 

has been presented in the light of materials 

developments, advances in physical and 

chemical properties. The chronological 

advances in the properties of 

macromolecules have significantly 

improved the sensing performances towards 

gases, heavy metals, biomolecules, 

hydrocarbon, and energetic compounds in 

terms of unexplored sensing parameters, 

durability, and working lifetime. In this 

review article, efforts have been made to 

correlate the advances in structure and 

interactivity of macro-molecules with their 

sensing behavior and working 

performances. The significant findings on 

the macromolecules towards advancing the 

sensing sciences are highlighted with the 

suitable illustration and schemes to establish 

it as a potential “microanalytical technique” 

along with existing challenges. The 

controversial establishment of 

macromolecular theory by Hermann 

Staudinger in 1920 after superseding the 

established era of aggregation theory for the 

existence of high molecular mass natural 

compounds has opened the newer direction 

for the applications of several natural 

compounds along with a base for the 

synthesis of different synthetic 

macromolecules also referred as resins and 

polymer to fulfill the requirements of 

different industries [1]. In continuation to 

the structural interpretation and discovery of 

synthetic polymers, the past hundred years 

of this theory witnessed the exponential 

increasing trends in related publications and 

patents for the foundation of several 

industrial settlements i.e. automobile, 

agricultural practices, textile, packaging, 

and household with the highest annual 

consumption of 1 MMT tons than other 

materials [2]. Thus, the huge production and 

consumption of plastics have granted the 

status of the current era as the plastic age is 

the best tribute to the discovery of 

macromolecules for the advancement of 

society. Further, the extension and 

synergized impact of this theory has also 

boosted up the advances of the other area 

like aero-space, biomedical device, 

electronic and life style due to the 

advantageous features of polymer i.e. light 

weight, processability, durability, dielectric 

strength, chemical impotency, and cost-

effectiveness. In the above context, the 

novelty of macromolecules established its 

suitability as the material backbone of 
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several industries excluding electronic and 

electrical devices due to their inherited 

electrical insulation and unresponsive 

nature. However, the fundamental discovery 

about the electrical conductivity in polymers 

i.e. polyacetylene by Alan, Heeger, and 

Shirakawa in 1977 after doping of halogen 

has forcefully claimed its applications in 

electrical and electronic devices viz. solar 

cell, light-emitting diode, super capacitors, 

and sensing devices [3, 4]. 

Furthermore, the natural examples of 

chemical, physical, and bio sensing after 

using different biological macromolecules 

like polysaccharides, proteins, and lipids 

have inspired scientists to use pristine and 

hybrid macromolecules to develop the 

selective interactivity towards interacting 

analytes to produce induced optical, 

mechanical, and electrical responsiveness. 

Thus, the polymer with optimized structure, 

responsiveness, and interactivity, proposed 

100-year backs have laid down the 

foundation to design and develop the 

different classes of sensors with unexplored 

properties for use in analysis, monitoring, 

coordination, and control. This story of 

success, failure, and future requirements has 

been initiated to establish through this 

article in order to highlight the merit, 

demand, and need of macromolecule for 

sensing sciences. The attempt has been also 

made to incorporate all the significant 

contributions published on the topic but may 

be possible for oversight of a few significant 

discoveries. 

Federici, J. F., Schulkin, B., Huang, F., 
Gary, D., Barat, R., Oliveira, F., & 
Zimdars, D. (2005). THz imaging and 
sensing for security applications—
explosives, weapons and drugs. 
Semiconductor science and technology, 
20(7), S266. 

Over the past 5 years, there has been a 

significant interest in employing terahertz 

(THz) technology, spectroscopy and 

imaging for security applications. There are 

three prime motivations for this interest: (a) 

THz radiation can detect concealed weapons 

since many non-metallic, non-polar 

materials are transparent to THz radiation; 

(b) target compounds such as explosives and 

illicit drugs have characteristic THz spectra 

that can be used to identify these 

compounds and (c) THz radiation poses no 

health risk for scanning of people. In this 

paper, stand-off interferometric imaging and 

sensing for the detection of explosives, 

weapons and drugs is emphasized. Future 

prospects of THz technology are discussed. 

Over the past several years, there has been 

an increased interest in the potential of 

terahertz (THz) detection for imaging of 

concealed weapons, explosives and 

chemical and biological agents. There are 

three major factors contributing to this 

interest. (a) Terahertz radiation is readily 

transmitted through most non-metallic and 

non-polar mediums, thus enabling THz 

systems to ‘see through’ concealing barriers 

such as packaging, corrugated cardboard, 

clothing, shoes, bookbags, etc in order to 

probe the potentially dangerous materials 

contained within. 
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III.EXISTING SYSTEM 

Existing explosive detection systems in 

airport security primarily rely on 

conventional techniques such as manual 

screening, sniffer dogs, X-ray baggage 

scanners, metal detectors, and chemical 

trace detection devices. These systems are 

widely deployed at checkpoints to identify 

concealed explosive materials and 

suspicious objects. Advanced imaging 

technologies such as computed tomography 

(CT) scanners and thermal imaging cameras 

are also used to analyze baggage and 

passenger behavior. While these methods 

have significantly enhanced airport security, 

they often require high operational costs, 

trained personnel, and extensive 

maintenance. Moreover, their effectiveness 

can be affected by environmental 

conditions, passenger volume, and human 

error, leading to delays and occasional false 

alarms. Many existing systems are reactive 

in nature, detecting threats only after objects 

reach screening zones, which limits early 

intervention and rapid response. 

IV. PROPOSED SYSTEM 

The proposed airport security system 

introduces the use of proximity sensors for 

early-stage bomb detection and threat 

identification. This system continuously 

monitors restricted and high-risk zones to 

detect abnormal proximity or the presence 

of suspicious objects near sensitive areas. 

When an object or individual enters a 

predefined proximity range, the sensor 

triggers an alert, enabling real-time 

monitoring and faster response by security 

authorities. The system is designed to 

operate with minimal human intervention, 

reducing dependency on manual screening 

and enhancing operational efficiency. 

Additionally, the proposed solution can be 

integrated with intelligent processing 

modules and AI-based analysis to improve 

detection accuracy and minimize false 

positives. By providing a cost-effective, 

scalable, and proactive security approach, 

the proposed system enhances airport safety 

and enables timely threat prevention before 

critical situations escalate. 

V. BLOCK DIAGRAM 

 

Fig 5.1 Block Diagram 

The above block diagram illustrates the 

working architecture of the Airport Security 

with Proximity Sensor for Bomb Detection 

system. The system is centered around a 

microcontroller (MC), which acts as the 

main control and processing unit. Multiple 

input sensors are connected to the 

microcontroller to continuously monitor 

suspicious activities and objects. The IR 

(Infrared) sensor is used as a proximity 

sensor to detect the presence or movement 

of objects or individuals within a restricted 
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area. When an object comes within the 

predefined range, the IR sensor sends a 

signal to the microcontroller. 

Along with this, a metal detector is 

interfaced with the microcontroller to 

identify the presence of metallic 

components that may indicate concealed 

explosive devices. If any metal object is 

detected beyond a threshold level, the 

detector immediately forwards the signal to 

the microcontroller for further processing. 

Additionally, the B/T (Bluetooth) module 

enables wireless communication, allowing 

alert messages or status updates to be 

transmitted to authorized security personnel 

or monitoring systems in real time. 

Based on the inputs received from the IR 

sensor, metal detector, and Bluetooth 

module, the microcontroller analyzes the 

data and determines whether a potential 

threat exists. If a suspicious condition is 

detected, the microcontroller activates the 

output devices. The LCD display provides 

real-time status information such as “Object 

Detected” or “Metal Detected,” enabling 

easy visual monitoring. Simultaneously, the 

buzzer is triggered to generate an audible 

alarm, alerting nearby security staff 

immediately. Overall, this integrated system 

ensures early detection, quick alerts, and 

enhanced security in airport environments 

through automated monitoring and 

response. 

 

 

VI.IMPLEMENTATION 

 

Fig 6.1 LED DISPLAY 

 

Fig 6.2 Readings  

 

Fig 6.3 High value 

 

Fig 6.4 Light  
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Fig 6.5 Buzzer 

VII.CONCLUSION 

This paper presents an analysis of 

various technologies and proposed 

research directions in the field of 

explosive materials detection. The 

strengths and limitations of detection 

methods, including nuclear-based 

systems, chemical detection techniques, 

and advanced spectroscopy approaches, 

are examined. While each method offers 

unique advantages, significant 

challenges remain that must be 

addressed to enhance effectiveness, 

reliability, and safe use. A key 

recommendation of the paper is the need 

for further research and development to 

support several areas. Advanced sensor 

development using nanomaterials 

emerges as a promising avenue to 

improve detection sensitivity and 

selectivity. Another crucial idea 

highlighted is the potential of combining 

multiple detection technologies. By 

adopting the integration approach, the 

reliability and effectiveness of the 

detection system can be enhanced, 

reducing the likelihood of false positives 

and improving overall security 

measures. The integration of AI and 

machine learning algorithms represents 

a significant opportunity for advancing 

explosive materials detection methods 

because these techniques can analyse 

vast amounts of data, identify patterns, 

and create predictive models to identify 

potential threats. By continuously 

learning from real-time data, AI models 

can adapt and improve detection 

capabilities, enabling faster and more 

accurate identification of explosives in 

real-world scenarios. However, 

addressing the challenges related to 

obtaining and managing sufficient 

training data and ensuring the accuracy 

and reliability of AI models remains 

crucial. Additionally, the paper 

emphasises the importance of addressing 

detection challenges in complex 

environments. Exploring the use of 

drones for explosive material detection 

in remote or hard-to-reach areas is 

another promising research direction. 

Researchers can create more effective, 

reliable, and efficient detection methods 

by addressing the limitations and 

challenges identified. Continued 

technological advancements, 

interdisciplinary collaboration, and the 

integration of AI techniques can improve 

detection accuracy by reducing false 
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positives. As a result, the proposed 

future research could lead to a safer and 

more secure environment for individuals 

and societies around the world. 
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